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Report
According to a reporter, the use of 
outdated software may be leading 
to incorrect, and potentially unsafe, 
analysis and/or design results in cases 
where known issues have already been 
identifi ed and corrected in later updates.

In one instance, a review of analysis 
and design results for a large structure 
involving fi nite element analysis �-,(� 
revealed inconsistencies between 
the original design and a later review. 
The discrepancy was ultimately 
traced to the use of an older version 
of the software, which contained a 
very signifi cant bug. <nder certain 
circumstances, this bug caused a 
signifi cant portion of laterally applied 
loads to be eff ectively e_cluded from 
the analysis.

The software producer had 
previously identifi ed and corrected the 
bug, listing the correction in their list of 
software fi _es and updates. /owever, 
this listing only became available after 
the bug had been discovered and 
resolved. The bug was noted as critical 
due to its potential to produce unsafe 
design results.

The reporter believes that there are 
two factors here:
��  4any engineers are using outdated 

software without recognising the 
inherent dangers. The reporter feels 
that users may be missing out on 
important updates that can aff ect 
the analysis and�or design.

��  (n ongoing problem in the industry 
of a severe lack of checking of the 
outputs produced from software 
analysis and design pacRages.

This month’s report relates 
to a concern about the 
use of outdated software 
that may be leading to 
incorrect, and potentially 
unsafe, analysis and/or 
design results. 

Key learning outcomes
For civil and structural design engineers:
|  Be aware that if you are using older versions of software, you may be missing out on important 

updates that can aff ect the analysis and�or design
|  Before using any new software, it is good practice to create a simple model to which vertical 

and lateral loads are applied and a basic check made to ensure the loads are distributed 
correctly. Note that this would not constitute a full validation

|  The establishment of every project in a certifi ed quality assurance �8(� system should include 
a check on the status of the software before starting the job

|  The receipt of a notifi cation of a critical error in commercial software should instigate a review 
of previous projects where it was used

There is another aspect to this issue: 
the question of what testing is carried 
out by the software producer. ( review 
of their published lists of software fi _es 
reveals a rather e_tensive number 
of corrections. >hile not all of these 
aff ected the analysis and design, a 
signifi cant number did.

The reporter emphasises that 
engineers should perform more 

IT IS ESSENTIAL THAT 
ENGINEERS CAN USE 
BASIC TECHNIQUES TO 
VERIFY IF SOMETHING 
FEELS RIGHT AND THE 
NUMBERS MAKE SENSE

Expert Panel comments
+esign software programs serve as essential tools for civil and structural design engineers. 0t is 
important to emphasise the term ‘tools’ to underscore their role in assisting rather than replacing 
professional e_pertise. The overreliance on design software is a Rnown issue.

A key learning outcome highlighted in these reports is that validation checks should be 
performed on design outputs generated by software to ensure accurate analysis and design.

Before using any new software, it is good practice to create a simple model to which vertical 
and lateral loads are applied and a basic check made to ensure the loads are distributed 
correctly. Note that this would not constitute a full validation.

0t is essential that engineers can use basic techniques to verify if something feels right and the 
numbers maRe sense. The reporter does not mention if validation checRs were carried out on the 
design where a signifi cant portion of the laterally applied loads were missing. 0t is hoped that a 
validation checR would have picRed up the issue.

On the issue of software versions, if engineers are using licensed software packages and 
paying an annual subscription fee, it is reasonable to e_pect the software company to proactively 
notify them of all critical updates, rather than simply listing an update passively.

There are instances where engineers purchase a design software package but choose not to 
pay the annual fee for updates and support. 0n such cases, there may be a risR if a critical bug is 
later identifi ed and fi _ed in an update they do not receive.

/owever, within a certifi ed 8( system, the initiation of every project should include a checR on 
the status of the software being used. 3iRewise, if a critical error is later reported in a commercial 
software pacRage, it should trigger a review of past projects where that software was used.
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How reporting to CROSS works
;Oe secuYe and cVnfi dentiaS saMet` 
YeWVYting s`steT aSSV^s WYVMessiVnaSs tV 
sOaYe tOeiY exWeYiences tV OeSW VtOeYs� 

7YVMessiVnaSs can subTit YeWVYts Vn 
saMet` issues YeSated tV buiSdings and 

VtOeY stYuctuYes in tOe buiSt en]iYVnTent� 
9eWVYts t`WicaSS` YeSate tV cVnceYns� 
neaY Tisses VY incidents� -ind Vut TVYe� 
incSuding OV^ tV subTit a saMet` YeWVYt� 
at https://bit.ly/cross-safety� @VuY YeWVYt 
^iSS TaRe a diɈ eYence�

*VSSabVYati]e 9eWVYting MVY :aMeY :tYuctuYes �*96::� OeSWs WYVMessiVnaSs tV TaRe 
stYuctuYes saMeY b` WubSisOing saMet` inMVYTatiVn based Vn tOe YeWVYts it Yecei]es and 
inMVYTatiVn in tOe WubSic dVTain�
*96:: VWeYates inteYnatiVnaSS` in tOe <2� <:� and (ustYaSasia� (SS YegiVns cV]eY 
stYuctuYaS saMet �̀ ^OiSe *96::�<2 aSsV cV]eYs fi Ye saMet �̀

What is CROSS?

validation checks of their software, 
highlighting that this should be an 
essential requirement of a company’s 
quality assurance (QA) policies.

Users of software should ensure 
they are using the most up-to-
date version and be aware of the 
nature of any updates applied by 
the manufacturer. Where necessary, 
designs created using older software 
versions potentially aff ected by a bug 
should be reviewed.

The reporter believes that 
software producers should provide 
more information about the checking, 
testing and QA processes undertaken 
for their products.

The full CROSS Safety Report, 
including links to guidance mentioned, 
is available on the CROSS website 
(report ID: 1436) at www.cross-
safety.org/uk/safety-information/
cross-safety-report/risks-
associated-using-outdated-design-
software-1436.
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